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(54) Method and system for allocating processing time between two processors 



(57) An appliance (1 0) having an embedded control- 
ler (20) with a processor (22), a network gateway inter- 
face device (28) coupled to the embedded controller, an 
operating program segment stored in a memory (24) of 
the embedded controller (20), a gateway communica- 
tion program segment stored at least partially in the 
memory (24) of the embedded controller (20), and a re- 
source sharing program segment stored in the memory 



(24) of the embedded controller (20). The resource shar- 
ing program segment allocates processing time of the 
processor (22) between the gateway communication 
program segment and the operating program segment. 
The appliance (10) may be monitored, controlled, ac- 
cessed and updated with software over a network from 
a remote user interface, embodied for example on an 
Internet browser. 
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Description 

[0001] The invention relates generally to appliances, 
and more particularly to processor based, network en- 
abled appliances and systems therefor. 
[0002] An object of the present invention is to provide 
novel appliances and systems therefor that overcome 
problems in and improve upon the prior art. 
[0003] Another object of the invention is to provide in 
some embodiments thereof novel appliances and sys- 
tems therefor that are economical. 
[0004] Another object of the invention is to provide in 
some embodiments thereof novel appliances having 
processor based embedded controllers that are network 
enabled. 

[0005] A further object of the invention is to provide in 
some embodiments thereof novel network enabled ap- 
pliances, particularly those having relatively low 
processing capacity processors and limited memory re- 
sources. 

[0006] Another object of the invention is to provide in 
some embodiments thereof novel processor based net- 
worked enabled appliances having a resource sharing 
program segment stored in a memory thereof to allocate 
processing time between an appliance operating pro- 
gram and a communications program executed by the 
processor. 

[0007] Another object of the invention is to provide in 
some embodiments thereof novel networked appliance 
systems having remote user interfaces, for example vir- 
tual software control panels embodied on Internet 
browsers, for interfacing with an appliance over a net- 
work, for example the Internet. 
[0008] A further object of the invention is to provide in 
some embodiments thereof novel appliances having 
embedded controllers that are controllable remotely 
over communications networks with a remote user in- 
terface device having a virtual control panel, corre- 
sponding at least in part to controls on the actual appli- 
ance, for example user controls accessible from a con- 
trol panel of the appliance. 

[0009] Yet another object of the invention is to provide 
in some embodiments thereof novel appliances that are 
remotely programmable from a remote user interface 
over a communications network, for example transfer- 
ring and installing supplemental and/or updated soft- 
ware segments and/or firm ware on the appliance. 
[001 0] A further object of the invention is to provide in 
some embodiments thereof novel appliances that may 
be monitored and/or interrogated from a remote user in- 
terface over a communications network. 
[0011] A more particular object of the invention is to 
provide in some embodiments thereof novel network en- 
abled appliances comprising an embedded controller 
having a processor and memory, preferably a relatively 
low processing capacity processor, a network gateway 
interface device coupled to the embedded controller, an 
appliance operating program segment stored in a mem- 



ory portion of the embedded controller, a gateway com- 
munication program segment stored at least partially in 
a memory portion of the embedded controller, and a re- 
source sharing program segment stored in a memory 
5 portion of the embedded controller, whereby the re- 
source sharing program segment allocates processing 
time of the processor between the gateway communi- 
cation program segment and the appliance operating 
program segment. 
io [001 2] Another more particular object of the invention 
is to provide in some embodiments thereof novel appli- 
ance systems comprising an appliance having a proc- 
essor based embedded controller with memory, prefer- 
ably a relatively low processing capacity processor, in- 
15 put devices coupled to the embedded controller, proc- 
essor controlled output devices coupled to the embed- 
ded controller, a gateway interface device coupled to the 
embedded controller, an operating program segment 
stored in a memory portion of the embedded controller, 
a gateway communication program segment stored at 
least partially in a memory portion of the embedded con- 
troller, a resource sharing program segment stored in a 
memory portion of the embedded controller, the re- 
source sharing program segment allocating processing 
time of the processor between the gateway communi- 
cation program segment and the operating program 
segment, and a network gateway coupled to the gate- 
way interface device of the embedded controller. 
[001 3] Yet another more particular object of the inven- 
tion is to provide in some embodiments thereof novel 
methods for network enabled appliances having proc- 
essor based embedded controllers, comprising commu- 
nicating between a remote user interface and a network 
gateway over a network using a network communication 
protocol, communicating between the network gateway 
and the appliance over a gateway communications link 
using a gateway communication protocol different from 
the network communication protocol, and bridging com- 
munications between the network and the gateway 
communication link with a gateway bridge program. 
[0014] Still another more particular object of the in- 
vention is to provide in some embodiments thereof novel 
methods for appliance control and monitoring systems, 
the appliance having a processor based embedded con- 
troller with memory, preferably a relatively low process- 
ing capacity processor, the method comprising enabling 
the appliance to communicate over a network, for ex- 
ample the Internet, by establishing a network communi- 
cation link between the appliance and the network, com- 
municating with the appliance over the network from a 
remote user interface embodied as a virtual control pan- 
el, for example on an Internet browser, and monitoring 
operational parameters of the appliance from the re- 
mote user interface. 

[001 5] Another more particular object of the invention 
is to provide in some embodiments thereof novel meth- 
ods for software reconfiguration of an appliance over a 
network, the appliance having a processor based em- 
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bedded controller with memory and an appliance oper- 
ating program segment stored therein, the method com- 
prising enabling the appliance to communicate over the 
network by establishing a network communication link 
between the appliance and the network, communicating 
with the appliance over the network from a remote user 
interface embodied as a virtual control panel on an In- 
ternet browser, and transferring software over the net- 
work from the remote user interface to a memory portion 
of the embedded controller. 

[001 6] A particular embodiment will now be described 
with reference to the accompanying drawings, in which:- 

FIG. 1 is an appliance with a processor based em- 
bedded controller according to an exemplary em- 
bodiment of the invention; 
FIG. 2 is a networked appliance system; and, 
FIG. 3 is a resource sharing program segment. 

[0017] FIG. 1 illustrates an exemplary appliance 10 
comprising a processor based embedded controller 20 
having a microprocessor (CPU) 22, also referred to 
herein as a processor, and memory 24 associated there- 
with, for controlling the operation of the appliance. 
[0018] The memory of the exemplary embodiment is 
a schematic representation of various forms of memory 
typical of processor based embedded controllers, in- 
cluding for example ROM, RAM and EPROMS, among 
others, as is known to those having ordinary skill in the 
art. 

[0019] Processors having limited processing capaci- 
ty, for example, 4, 8 and 1 6 bit processors are generally 
suitable for use in most embodiments of the present in- 
vention, and are particularly desirable for their low cost. 
In other embodiments, however, other higher capacity 
processors may be used, for example 32 bit devices, 
and thus the invention is not limited to embedded con- 
trollers having low processing capacity processors. 
[0020] The appliance 10 comprises appliance input 
devices 12 coupled to an input of the embedded con- 
troller, and processor controlled appliance output devic- 
es 1 4 coupled to an output thereof. The appliance inputs 
and outputs are generally coupled to the processor 22 
by one or more input/output interface devices, illustrated 
schematically at 26, which may provide buffering and/ 
or multiplexing of signals communicated to and from the 
processor. 

[0021 ] The appliance may, for example, be a consum- 
er refrigerator or commercial refrigeration system, a 
washing machine, a vending machine, a water softener, 
or some other consumer or commercial appliance hav- 
ing a processor based embedded controller. 
[0022] The input devices 12 of the exemplary appli- 
ance correspond generally to appliance inputs and con- 
trols, some of which may be controllable by a user from 
a control panel of the appliance, whereas others are de- 
rived from controls and sensors on the appliance. 
[0023] Exemplary appliance inputs include, for exam- 



ple, ON/OFF controls, system configuration settings, 
temperature controls, water softness and/or turbidity 
controls, pressure controls, fluid system configuration 
settings, ON/OFF controls, among many others, de- 
5 pending on the particular appliance, as is known gener- 
ally by those having ordinary skill in the art. 
[0024] The appliance and particularly the embedded 
controller thereof also comprises an appliance operat- 
ing software program segment (OSP) stored in the 
memory 24 for execution by the processor. The OSP 
controls operation of the appliance generally, for exam- 
ple by controlling the appliance outputs 1 4 based on sig- 
nals at the appliance inputs 12 in accordance with pre- 
programmed instructions of the OSP. 
[0025] In one embodiment of the invention, the appli- 
ance comprises a network gateway interface device 28 
coupled to the embedded controller, and particularly to 
the processor 22 thereof, either directly or via the input/ 
output interface device 26, depending on the configura- 
tion of the embedded controller. The gateway interface 
device 28 generally permits communication between 
the embedded controller and a network gateway, as dis- 
cussed more fully below. 

[0026] In the exemplary embodiment, the gateway in- 
terface device 28 is a universal asynchronous receiver 
transmitter (UART) coupled to an RS232 configured ca- 
ble connector 29 for a hard-wire communication link be- 
tween the appliance and the network gateway. In other 
embodiments, however, the interface device 28 and 
connector 29 may be configured for other hard-wire pro- 
tocols, which are well known to those having ordinary 
skill in the art. 

[0027] The gateway interface device 28 and connec- 
tor 29 are illustrated as discrete components, but in 
some other embodiments they may be integrated on or 
as a single device. Alternatively, the interface device 28 
may be a wireless communication device, for example 
an RF or JR transmitter/receiver, thus obviating the re- 
quirement for a cable connector. 
[0028] The appliance also comprises a gateway com- 
munication program segment (GCP) stored at least par- 
tially in the memory 24 of the embedded controller for 
execution by the processor 22. The gateway communi- 
cation program segment enables communication be- 
tween the embedded controller and the network gate- 
way, via the gateway interface device. 
[0029] The gateway communication program seg- 
ment includes a gateway communication protocol, pref- 
erably a lightweight network protocol that does not re- 
quire substantial memory resources and processing ca- 
pacity. 

[0030] In one embodiment, the gateway communica- 
tion program segment is em NET, which is part of the 
EMIT Device Internetworking Software, by em WARE, 
Salt Lake City, Utah, USA. In other embodiments, how- 
ever, other protocols may be used including for exam- 
ple, CAN, Device Net, Ethernet, RS-232, RS-485 and 
WAP, among others. 
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[0031] In some embodiments, for example in appli- 
ances having relatively low processing capacity and/or 
limited memory resources, the embedded controller 
comprises a resource sharing program segment (RSP) 
stored in the memory thereof The resource sharing pro- 
gram segment allocates processing time between the 
gateway communication program segment (GCP) and 
the appliance operating program segment (OSP), as il- 
lustrated in FIG. 3, for example by round-robin schedul- 
ing or some other resource management routine. 
[0032] In one embodiment, the resource sharing pro- 
gram segment (RSP) is em MICRO, which is part of the 
EMIT Device Internetworking Software, by em WARE, 
Salt Lake City, Utah, USA, although other equivalent 
programs may be used alternatively. 
[0033] The resource sharing program segment (RSP) 
enables appliances having relatively limited processing 
capacity and/or limited memory resources to more ef- 
fectively operate both the appliance operating program 
segment (OSP) and the network gateway communica- 
tion segment (GCP). 

[0034] The resource sharing program segment (RSP) 
may be required in some embodiments, depend on the 
processing capacity and memory resources of the em- 
bedded controller. In some embodiments, for example 
where the processor has substantial processing capac- 
ity and memory resources, the resource sharing pro- 
gram segment (RSP) may not be required, but may still 
be used. 

[0035] The resource sharing program segment (RSP) 
is particularly desirable in applications where the em- 
bedded controller has limited memory and the proces- 
sor has limited processing capacity, for example in ap- 
plications having 4 and 8 bit processors and in some 
applications having 1 6 bit processors. 
[0036] In FIG. 2, the embedded controller is coupled 
to a network gateway 30 by a gateway communications 
link controlled by the gateway communication program, 
a portion of which may be stored on the network gate- 
way, as discussed above. In the exemplary embodi- 
ment, the network gateway is an Internet service pro- 
vider (ISP) coupled to the appliance, and particularly to 
the interface device of the embedded controller thereof 
In other embodiments, the network gateway may be a 
server/PC. 

[0037] The network gateway 30 is coupled to a com- 
munication network 50 having a network communica- 
tion protocol, for example an open network protocol like 
the Internet protocol, TCP/IP. In other embodiments, 
however, the appliance is coupled to a closed network, 
for example a wide area network (WAN), having some 
other commercially available or proprietary communica- 
tion protocol. 

[0038] The gateway communication protocol is gen- 
erally different from, and in embodiments where the ap- 
pliance has limited processing capacity preferably less 
complex than, the network communication protocol, 
which may be incapable of efficient execution by proc- 



essors having limited processing capacity and memory, 
as discussed. 

[0039] The network gateway directs communications 
received over the network 50 to the appropriate appli- 
5 ance coupled thereto via the gateway communications 
link. And in embodiments where the network and gate- 
way communication protocols are different, the gateway 
bridge program segment bridges communications be- 
tween the network communication protocol and the 
10 gateway communication protocol. 

[0040] In one embodiment, the gateway bridge pro- 
gram segment is em GATEWAY, which is part of the 
EMIT Device Internetworking Software, by em WARE, 
Salt Lake City, Utah, USA, although other equivalent 
15 programs may be used alternatively. 

[0041] In other embodiments, the gateway communi- 
cation protocol is the same as the network communica- 
tion protocol, for example where the processor is capa- 
ble of processing more complex communication proto- 
cols, like TCP/IP or others. The resource sharing pro- 
gram segment (RSP) may also be used in these embod- 
iments to allocate processing time of the processor, but 
may not be required. 

[0042] In FIG. 2, the appliance 10 is coupled to the 
ISP by a router 40. Generally, a plurality of appliances 
may be coupled to the network gateway 50, or Internet 
service provider, with or without the router 40, as illus- 
trated schematically. The router operates as a polling 
device in embodiments where a plurality of appliances 
are coupled thereto. 

[0043] FIG. 2 illustrates another appliance 11 having 
an embedded controller, which is configured generally 
the same as the embedded controller 20 of FIG. 1 , with 
an operating program segment (OSP), a gateway com- 
munication program segment (GCP), and a resource 
sharing program segment (RSP) coupled directly to the 
network gateway. More generally, a plurality of applianc- 
es may be coupled to the ISP or directly to the gateway 
30, as illustrated schematically. 
[0044] The one or more appliances coupled to the net- 
work gateway generally have a unique network address 
assigned thereto for communications to and from the 
network 50 via the network gateway 30. In embodiments 
where the network is the Internet, the appliances may 
each have a unique Internet address. 
[0045] The network gateway and particularly the gate- 
way bridge program segment directs communications 
received over the network 50 to the appropriate appli- 
ance coupled thereto via the gateway communications 
link where the network and gateway communication 
protocols are different. 

[0046] FIG. 2 illustrates a remote user interface de- 
vice 60 coupled to the network gateway 30 by the net- 
work 50 for remotely communicating with the one or 
more appliances coupled to the network gateway. The 
device 60 may be a personal computer (PC) connected 
to the network 50 or a personal digital assistant (PDA) 
or some other network enabled communication device. 
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[0047] Appliances coupled to a network, as illustrated 
in the exemplary schematic of FIG. 2, may be operated 
and/or controlled and/or monitored and/or accessed 
and/or updated or reconfigured with software from the 
remote user interface via the network. 
[0048] The remote user interface device is preferably 
a virtual software panel, for example one embodied on 
an Internet browser operating an object oriented pro- 
gramming language such as JAVA or PERL, but in al- 
ternative embodiments may take other forms. 
[0049] In some applications, the remote user interface 
is configured for remote operation of the appliance. For 
this purpose, the remote user interface may duplicate in 
whole or in part, for example in virtual form, controls on 
the control panel of the actual appliance, as well as other 
controls not accessible to the end user, thus permitting 
real time control or operation of the appliance from the 
remote user interface via the network. 
[0050] In other applications, the appliance may be in- 
terrogated from the remote user interface. In some ap- 
plications, for example, it is desirable to monitor various 
operational parameters of the appliance, e.g. tempera- 
ture, pressure, cycle time, among other parameters 
known to those having ordinary skill in the art, in real 
time. It may also be desirable to access, and in some 
instance to download, historical operational data previ- 
ously sampled and stored in a portion of memory on the 
embedded controller. 

[0051 ] One exemplary application is the remote mon- 
itoring of temperatures or accessing historical tempera- 
ture data stored on refrigeration systems in the food in- 
dustry to ensure proper food storage temperatures. 
These and other remote appliance monitoring and inter- 
rogation schemes may be implemented, for example, to 
ensure the quality of goods and services of third parties 
pursuant to franchise agreements or for other supervi- 
sory purposes. Another exemplary application is the 
monitoring of appliance operation and interrogation of 
data stored thereon from the remote user interface for 
service and problem solving purposes, thereby eliminat- 
ing the need, at least initially, for on-site service calls. 
Besides remotely monitoring appliance operation and 
accessing data stored thereon, the appliance may also 
be subject to remotely administered operational testing, 
for example by cycling the appliance through various 
modes of operation to identify problems. These and oth- 
er remotely administered schemes may be implement- 
ed by manufacturers as part of a product warranty and/ 
or service program. 

[0052] In other applications, supplemental or updated 
firmware or software may be transferred onto the appli- 
ance, and particularly onto the memory of the embed- 
ded controller thereof, from the remote user interface 
via the network. The software update or reconfiguration 
may be performed for example, by the manufacturer or 
a third party from an off-site location, thereby eliminating 
the requirement for manually installing updated soft- 
ware distributed on hardcopy formats like floppy dis- 



kettes or CD-rom diskettes and/or updating hardware 
components, for example circuit boards or board level 
memory devices having the new firmware. 
[0053] Some other appliances require a unique soft- 

5 ware configuration depending, for example, on the op- 
erational environment or geographical region in which 
the appliance is ultimately used. This software may be 
updated or transferred onto the appliance from a remote 
user interface by the manufacturer, thereby eliminating 

10 the need for storing a plurality of different software seg- 
ments or programs on the appliance at the time of man- 
ufacture. 



1 . An appliance (1 0), comprising: 

an embedded controller (20) having a proces- 
20 sor (22) and memory (24); 

a network gateway interface device (28) cou- 
pled to the embedded controller (20); 
an appliance operating program segment 
(OSP) stored in a memory portion of the em- 
25 bedded controller; 

a gateway communication program segment 
(GCP) stored at least partially in a memory por- 
tion of the embedded controller; and 
a resource sharing program segment (RSP) 
30 stored in a memory portion of the embedded 

controller, 

whereby the resource sharing program seg- 
ment (RSP) allocates processing time of the 
processor (22) between the gateway commu- 
35 nication program (GCP) segment and the ap- 

pliance operating program (OSP) segment. 

2. An appliance according to claim 1, in which the 
gateway communication program segment in- 

^0 eludes a gateway communication protocol. 

3. An appliance according to claim 1 or claim 2, com- 
prising appliance input devices (12) coupled to an 
input (26) of the embedded controller, and proces- 

45 sor controlled appliance output devices (14) cou- 
pled to an output (26) of the embedded controller. 

4. An appliance according to any preceding claim, 
having a network address associated with the ap- 

so pliance. 

5. An appliance system comprising: 

an appliance (10) having a processor based 
55 embedded controller (22) with memory (24), in- 

put devices (1 2) coupled to the embedded con- 
troller, processor controlled output devices (14) 
coupled to the embedded controller, and a 
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gateway interface device (28) coupled to the 
embedded controller; 

an appliance operating program segment 
stored in a memory portion of the embedded 
controller; 

a gateway communication program segment 
stored at least partially in a memory portion of 
the embedded controller; 
a resource sharing program segment stored in 
a memory portion of the embedded controller, 
the resource sharing program segment allocat- 
ing processing time of the processor (22) be- 
tween the network communication program 
segment and the appliance operating program 
segment; and, 

a network gateway (30) coupled to the gateway 
interface device (28) of the embedded control- 
ler. 



8. An appliance system according to any of claims 5 
to 7, having a network address assigned to the ap- 
pliance. 

9. An appliance system according to any of claims 5 
to 8, comprising a remote interface device coupled 
to the network. 

10. An appliance system according to claim 9, in which 
the remote interface device is a virtual software con- 
trol panel. 

11. An appliance system according to claim 9, in which 
the network protocol is TCP/IP. 

12. An appliance system according to any of claims 5 
to 11, in which the remote interface device is a vir- 
tual software control panel embodied on an Internet 
browser. 

13. An appliance system according to any of claims 5 
to 12, in which the network gateway is an Internet 
service provider. 

14. An appliance system according to claim 13, com- 
prising a routing device (40) interconnecting the 



10 

gateway interface device of the appliance to the In- 
ternet service provider. 

15. A method for an appliance having a processor 
5 based embedded controller remotely accessible 

over a network, comprising: 

communicating between a remote user inter- 
face and a network gateway over the network 
*0 using a network communication protocol; 

communicating between the network gateway 
and the appliance over a gateway communica- 
tions link using a gateway communication pro- 
tocol different from the network communication 
15 protocol; and, 

bridging communications between the network 
and the gateway communication link with a 
gateway bridge program. 

16. A method according to claim 16, comprising oper- 
ating the appliance with an appliance operating pro- 
gram segment stored in a memory portion of the 
embedded controller, implementing the gateway 
communication protocol with a gateway communi- 
cation program segment stored in a memory portion 
of the embedded controller, allocating processing 
time of the processor on the embedded controller 
between execution of the appliance operating pro- 
gram segment and the gateway communication 
program segment and with a resource sharing pro- 
gram segment stored in a memory portion of the 
embedded controller. 

1 7. A method according to claim 1 6, comprising storing 
35 appliance operational data in a memory portion of 

the embedded controller, and remotely accessing 
the stored appliance operational data from the re- 
mote user interface. 

40 18. A method according to claim 16 or 17, comprising 
monitoring appliance operation in real time from the 
remote user interface. 

1 9. A method according to any of claims 1 6 to 1 8, com- 
45 prising transferring software from the remote user 

interface onto the appliance. 

20. A method according to any of claims 1 6 to 1 8, com- 
prising operating the appliance from the remote us- 

50 er interface. 

21. A method for an appliance quality control monitor- 
ing system, the appliance having a processor based 
embedded controller with memory, the method 

55 comprising: 

enabling the appliance to communicate over a 
network by establishing a network communica- 



6. An appliance system according to claim 5, in which 20 
the network gateway (30) is coupled to a network 
having a network communication protocol, the gate- 
way communication program segment including a 
gateway communication protocol different from the 
network communication protocol, and in which a 25 
gateway bridge program segment is stored on the 
network gateway. 

7. An appliance system according to claim 5 or 6, in 
which the processor is not greater than a 1 6 bit de- 30 

vice. 



6 
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tion link between the appliance and the net- 
work; 

communicating with the appliance from a re- 
mote user interface embodied as a virtual con- 
trol panel on an Internet browser over the net- 
work; 

monitoring operational parameters of the appli- 
ance from the remote user interface. 

22. A method according to claim 21, comprising sam- 
pling and storing operational data of the appliance 
in a memory portion of the embedded controller, ac- 
cessing the operational data stored in the memory 
portion of the embedded controller from the remote 
user interface. 

23. A method of claim 21 or 22, comprising monitoring 
operational parameters of the appliance in real time 
from the remote user interface. 

24. A method according to any of claims 21 to 23, com- 
prising communicating between the remote user in- 
terface and a network gateway over the network us- 
ing a TCP/IP network communication protocol, 
communicating between the network gateway and 
the appliance over a gateway communications link 
using a gateway communication protocol different 
from the TCP/IP network communication protocol, 
bridging communications between the network and 
the gateway communication link with a gateway 
bridge program. 

25. A method according to claim 24, comprising oper- 
ating the appliance with an appliance operating pro- 
gram segment stored in a memory portion of the 
embedded controller, implementing the gateway 
communication protocol with a gateway communi- 
cation segment stored in a memory portion of the 
embedded controller, allocating processing time of 
the processor on the embedded controller between 
execution of the appliance operating program seg- 
ment and the gateway communication program 
segment and with a resource sharing program seg- 
ment stored in a memory portion of the embedded 
controller. 

26. A method for appliance software reconfiguration, 
the appliance having a processor based embedded 
controller with memory and an appliance operating 
program segment stored therein, the method com- 
prising: 

enabling the appliance to communicate over a 
network by establishing a network communica- 
tion link between the appliance and the net- 
work; 

communicating with the appliance over the net- 
work from a remote user interface embodied as 



12 

a virtual control panel on an Internet browser; 
transferring software over the network from the 
remote user interface to a memory portion of 
the embedded controller. 

5 

27. A method according to claim 26, comprising com- 
municating between the remote user interface and 
a network gateway over the network using a TCP/ 
IP network communication protocol, communicat- 
ee ing between the network gateway and the appliance 

over a gateway communications link using a gate- 
way communication protocol different from the 
TCP/IP network communication protocol, bridging 
communications between the network and the gate- 
15 way communication link with a gateway bridge pro- 
gram. 

28. A method according to claim 27, comprising imple- 
menting the gateway communication protocol with 
a gateway communication segment stored in a 
memory portion of the embedded controller, allocat- 
ing processing time of the processor on the embed- 
ded controller between execution of the appliance 
operating program segment and the gateway com- 
munication program segment and with a resource 
sharing program segment stored in a memory por- 
tion of the embedded controller. 
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